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COVID-19 and the Insurance Industry

• Estimated COVID-19 costs to 
insurance industry

• Initial projection: $100B

• Current estimate: $44B

• COVID revealed gaps in 
coverage and 
insurance operations

• Insurers and customers 
respond



Small Business



Small Business Insurance
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Small Business Insurance

• Pandemic changed business operations

– Fewer people in physical buildings

– Additional protocols and 
compliance with new safety 
regulations

– Mental health/stress of employees

• Small business insurance demand high 

in current environment



Insurers Shifting Behavior for Small Businesses



Changing Customer Expectations
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Shifting Customer Needs
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Strong preference for greater flexibility in policy and/or coverages

Willing to buy insurance through less traditional channels

Need for simple policy language

Want policies that will help cover growing risks



Business Interruption



Business Interruption Coverage

Coverage typically requires direct physical loss or damage to the property

T Y P I C A L LY  I N C L U D E S  
L O S S  D U E  TO : E X C L U D E D  P E R I L S :

• Theft

• Fire

• Wind

• Falling object

• Lightning

• Damage to building or equipment

• Flood, earthquake or damage from 
other major natural weather events

• Undocumented income

• Utilities

• Supply chain challenges

• Viral outbreaks or pandemics



BI Litigation Continues…
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BI Legislative Actions & Industry Response

• Through April 2022, 79% of state court rulings and 95% of federal court 
rulings have been in favor of insurers 

• Some states proposed legislation to retroactively cover BI claims without 
success

• Business Continuity Protection Plan (BCPP)

• Pandemic Risk Insurance Act (PRIA)

– H.R. 5823 bill introduced

– Modeled after TRIA
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Cyber



COVID-19 was a Catalyst for Driving Cyber Insurance

• Cyber liability greatly impacted by pandemic shut down

• Working remotely increased vulnerability

– Remote desktop protocols

• Ransomware attacks skyrocketed

– Up 323% from 2019 Q1 to 2021 Q4

• Insurers limited exposures and strengthened underwriting requirements

– Insurer actions included massive rate increases of 100%+
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Average Cost of a Breach Where Remote Working was a Factor 
in Causing the Breach
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Measured in USD Millions; Source: 2022 Ponemon-IBM Cost of a Data Breach Study



Cyber Insurance Renewal Premium Rates QoQ Change
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Insurer’s Response to Cyber
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Rate 
Increases

Sub-limits & 
Coinsurance 
Provisions

Reinsurance & 
Primary 
Capacity

Increased 
Underwriting & 
Loss Prevention 
Requirements



Alternative Cyber Solutions
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C A P T I V E S
R A N S O M WA R E  

&  D ATA  B R E A C H  
WA R R A N T I E S

C Y B E R S E C U R I T Y  
&  I N S U R A N C E  
PA R T N E R S H I P S



Partnerships to Integrate Cybersecurity & Cyber Insurance
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Digitalization and Technology



Digital Acceleration

• Company priorities pre-COVID often 
included digital expansion and 
enhanced technological capabilities

• Many company CEOs note that COVID 
has accelerated the pace of change 
related to implementing digital 
solutions



Digitization of the Customer Experience and Operations

M A R K E T P L A C E

• Rise of pay as you go/pay-
per-mile-type offerings

• Embedded insurance

• Parametric Insurance

P O L I C Y  
I N C E P T I O N

• Complete start to finish 
experience

• Automated data pulls, 
minimizing customer inputs

C L A I M S

• In-app claim reporting

• Quicker claim resolution

• Technological solutions to 
adjusting claims
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Leveraging Technology in Operations

• Claims adjusting

– Image-based processing

– Drone usage

– Instant processing

• CAT response

• Leveraging IoT

– 70% of consumers improved home during COVID-19; more than half used smart 
devices
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Leveraging Technology through Partnerships

• Rise in Insurtech startups

• Travelers acquires technology assets of Insurtech Trōv

• Nationwide partners with robotics company, Labrador Systems

• Lemonade acquisition of Metromile
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The Insurance Landscape is Continuing to Evolve

• The pandemic accelerated changes in the industry

• Customer needs are shifting

• Insurers are still adapting coverages affected by COVID
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Questions
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• We’d like your feedback and suggestions

– Please complete our survey

• For copies of this APEX presentation

– Visit the Resource Knowledge Center at PinnacleActuaries.com

• Recording of this webinar is available

• Subscribe to our blog and follow us on LinkedIn!
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